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1 Introduction

1.1 Document usability

Document is for application "eParakstitajs 3.0" version 1.10.0.

1.2  Document purpose

This is user manual for "eParakstitajs 3.0". The manual provides detailed instructions on the program
installation process, getting started, and clearly describes the program's main functions and how to use them.

1.3 Application description

"eParakstitajs 3.0" is an application that provides electronic signing and sealing of documents, as well as
validation of electronically signed documents.

This version supports the following document formats:
«  EDOC 1.0 — with file extension .edoc;
- EDOC European (2.0) — with file extension .edoc;
« ASIC-E — with file extension .asice;
- PDF — with file extension .pdf.

Documents can be signed electronically free of charge by persons who have:
- mobile application “eParaksts mobile”;
- mobile application “elD Scan”
+  LVRTC issued eParaksts smart card;
«  OCMA issued elD identity card with valid electronic signature and authentication certificates.

To sign documents, you need a computer with an internet connection and, depending on the type of signing,
additionally:
- with “eParaksts mobile” — mobile device and signed “eParaksts mobile” contract;
- with “eID Scan” — mobile device, eID card and eID scan app;
«  with eParaksts smart card — eParaksts smart card, card reader, appropriate smart card driver (see
chapter "Installation") and PIN codes;
- with elD card — eID card, card reader, appropriate smart card driver (see chapter "Installation") and
PIN codes.

Documents can be sealed electronically by companies that have:
- asigned agreement with LVRTC for the use of “eZimogs+ cloud”;
« LVRTC issued eZtmogs+ smart card.

To seal documents, you need a computer with an internet connection and, depending on the type of signing,
additionally:
- with “eZimogs+ cloud” — elD card, mobile application “eParaksts mobile” (mobile device and
signed “eParaksts mobile” contract) or mobile application “elD Scan”;
- with eZimogs+ smart card — smart card, card reader, appropriate smart card driver (see chapter
"Installation") and PIN codes.

More information about eParaksts products is available on the eParaksts website www.eparaksts.lv
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1.4 Terms and Abbreviations

Abbreviation Description

LVRTC State Joint-Stock Company “Latvia State Radio and Television Center”

OCMA The Office of Citizenship and Migration Affairs

eParaksts Brand of LVRTC certification service provider

elD OCMA issued identity card

Signature Electronic data that are attached to a document or logically associated with the
document. These data provide the authenticity of an electronic document and
approves the identity of the signer.

EDOC A standardized format for electronic document containing the signatures and
data to be signed

PDF “Adobe Systems” Portable Document Format, which is independent of software,
hardware and operating systems.

Certificate Electronic evidence which binds digital signature data with signer identity
information. The certificate can be used to verify that digital signature belongs
to an individual.

Smart card Plastic card with a built-in microprocessor and memory used by the user
identification or electronic document signing. Authentication and signing
certificates are stored on a smart card.

Time stamp Exact time is added during signing procedure. Time stamp is electronically

signed confirmation that the document is marked on the certification service
provider at specified date and time.

eParaksts mobile

Mobile application eParaksts mobile allows you to verify your e-Identity at
portal www.eparaksts.lv and elsewhere.

elD Scan

Mobile application eID Scan allows you to verify your e-Identity and sign
documents using elD card and smartphone

eZimogs+ cloud

The eZimogs or electronic seal is a signature attached to a company's or
institution's document.
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2 Installation and Updates

2.1 Prerequisites and requirements

Application "eParakstitajs 3.0" is designed to install on the following operating system platforms:
«  Microsoft:
+  Windows 11;
+  Windows 10;
+  Mac OS X version from 11.5 to 15.0;
«  Ubuntu Linux 64-bit:
= 24.04 LTS (noble)
= 26.04 LTS (resolute)

2.2 Installation

To install the application "eParakstitajs 3.0":
« download installation package for the appropriate operating system from www.eparaksts.lv website;
- start installation using the downloaded installation package.

The installation includes "eParakstitajs 3.0" application and the following drivers for smart cards:
« Latvia eID Middleware, version 2.2.16 — required for OCMA elD card,
- AWP identity manager, version 5.3.5 — required for LVRTC eParaksts card.

Drivers can be installed separately.

Software installation procedure is different for different operating systems. Each supported operating system
have different installation packages, as well as the procedure for installing applications.

Installation package name is constructed as follows:

eparakstitajs3-[version]. [extension]

For example, "eParakstitajs 3.0" version 1.0.0 will have the following package name:

Operating system File name

Windows eparakstitajs3-win32-1.0.0.msi - application only, 32-
bit version

eparakstitajs3-win64-1.0.0.msi - application only, 64-
bit version

eparakstitajs3-bundle-1.0.0.exe - full installation

Ubuntu Linux eparaksts-installer 1.0.0 amd64.deb - full
installation
Ubuntu Linux (command line) Installation provided using "Ubuntu Software Center" (see chapter

"Ubuntu Linux platform (command line)")

macOS eparakstitajs3-1.0.0 x86 64.dmg - application only
eparakstitajs3-distribution-1.0.0 x86 64.pkg -
full installation

macOS ARM eparakstitajs3-1.0.0 aarch64.dmg - application only
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eparakstitajs3-distribution-1.0.0 aarché64.pkg—
full installation

Other Linux distributions eparakstitajs3-1.0.0.tar.gz

2.2.1 Microsoft Windows platform

Standard Windows MSI package is used for installation on a Microsoft Windows platform. It supports
installation using user interface wizard and quiet installation using command line.

Installation wizard contains following steps:
« start — shows short information about application and its purpose;
+ license agreement;
- installation scope:
«  for current user only — application will be available for current user on computer;
- for all users — application will be available for all users on computer. Administrator rights is
required for this scope;
+ installation folder — location for installation. This is available if installation for all users was applied;
- installation options — here you can select additional options for installation such as shortcuts and file
type associations;
- ready for installation — this is last step before installation
 installation finished — Finished installation. If installation failed, error message with reason
description will appear.

Command line for quiet installation is following:

eparakstitajs3-1.0.0.msi /quiet [optional parameters]

Following installation parameters are available for quiet installation:

Parameter name Values Default value Description
CREATE_EDOC_ASSOCIATION 0 — don't create 1 .edoc file type extension
association association
1 — create association
CREATE_SHORTCUT_ DESKTOP 0 — don't create 1 Create shortcut on
shortcut Desktop
1 — create shortcut
CREATE SHORTCUT_STARTMENU |0 —don't create 1 Create shortcut in “Start”
shortcut menu
1 — create shortcut
SET UPDATE TYPE MANUAL 0 — automatically 0 Application setting
1 — manual “Check for updates”
SET SHOW_ABOUT_VERSION INFO |0 — disabled 1 Application setting
1 — enabled “Show version
information when
opening the program
after an update”
SET PROXY_AUTO_URL “” (empty) — none “” (empty) Application setting
“URL” — value “Automatic proxy
configuration”. Use “\”
to get “/”.
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SET TSL PROXY_ENABLED 0 — disabled Application setting “Use
1 — enabled TSL proxy server”
ALLUSERS “” (empty) — for Installation scope
current user only parameter
1 — for all users
2 — depends on
parameter
MSIINSTALLPERU
SER
MSIINSTALLPERUSER “” (empty) — for all Installation scope
users parameter depends on
1 — for current user Windows and Windows
only Installer version
FORCE KILL 0 — don't terminate Terminate existing

existing process
1 — terminate
existing process

“eParakstitajs 3.0”
process during the
installation. Usable in
centralized distribution
applications.

For more information about using parameters, see MS documentation:

http://msdn.microsoft.com/en-us/library/windows/desktop/

aa370905%28v=vs.85%29.aspx

Operating system supported tools have to be used to uninstall the application (using “Control Panel ->
Programs and Features”). Drivers can be uninstalled separately.

2.2.2 Centralized distribution in Microsoft Windows platforms

In order to provide control over the installation of required components and versions, separate installation

packages (MSI) should be used instead of the full installation (EXE).

When performing “eParakstitajs 3.0 MSI distribution, centralized updates must be performed only at system

restart.

Additional software for working with smart cards and signing plug-in for internet browsers must be installed
as needed using the appropriate installation packages available from the website of the software

manufacturer or distributor.

2.2.3 Mac OS X platform

Use Mac OS X PKG installation package for full application and card driver installation. Administrator

rights is required to for this installation.

Use Mac OS X DMG installation package for application only installation. This can be done by any user.
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2.2.4 Ubuntu Linux platform (installation file)

To facilitate the installation of “eParakstitajs 3.0” in the Ubuntu Linux environment, a .deb installation file
has been prepared, available for download at www.eparaksts.lv.

2.2.4.1 Initial installation
Download the .deb installation file, for example, "eparaksts-installer 1.10.0_amd64.deb".

Double-click the downloaded file. It will open in the Ubuntu App Center.

eparaksts-installer

Unknown publisher

Potentially unsafe
This package is provided by a third party. Installing packages from cutside the App Center can increase the risk to your
systemn and personal data. Ensure you trust the source before proceeding. Learn more about third party packages

Download size Permissions Version Last updated
0B Unrestricted 1.10.01 Unknown
License Links

unknown Developer website

eParaksts installer and APT repository setup

This package adds the official eParaksts Debian repository and installs the complete e-signature software suite to your system.
The following components will be installed:

« eParaksts application

« Latvia elD middleware

« eParaksts AWP middleware

« Signing plug-in for browsers

A menu launcher is also installed so the setup can be retried if the network is unavailable.

Security warning note: Since the file was downloaded from a website, the system shows that the publisher
is unknown ("Unknown publisher") and additionally displays a warning about an unsafe package
("Potentially unsafe"). This is a standard Ubuntu security procedure. To continue the installation, click the
green "Install" button and enter your computer's password.
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2.2.4.2 Launching the installation tool
After the App Center has finished its process, go to your computer's Desktop.
A new icon named "eParaksts Installer" will be created there. Initially, the system might not recognise it as a

secure program. Right-click on this icon and select "Allow Launching" from the menu. The icon will change
its appearance.

Open

OpenWith Other Application

Cut

Copy

Rename...

Move to Trash

Allow Launching

Send to...

2.2.4.3 Installing the software and middleware

Double-click the unlocked "eParaksts Installer" icon.

Installer
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A new window will open where you can select the components to install.

eParaksts Installer

Select packages to install or keep. Installed packages you uncheck will be removed.

eparakstitajs3 1.9.2-resoluke - eParaksts application
eparaksts-token-signing 2.3.9 - Browser token signing
latvia-eid-middleware 2.2.16-1 - Latvia elD middleware
awp 5.2.0 - eParaksts AWP middleware
Cancel oK

By default, the packages (“‘eParakstitajs 3.0”, eID middleware, and browser plug-in) necessary for working
with a standard eID card are checked. If you do not have a specific eParaksts smart card (AWP), leave the
selections unchanged.

Click the OK button. The system will prompt you to enter your administrator (computer) password. Enter it,
and the installation process will complete automatically.

eParaksts Installer

@ eParaksts installation completed.

oK

After the installation is complete, the “eParakstitajs 3.0” application will be available in your list of
programs, and you will be able to use your eID card for both document signing and identity verification on
the internet.

2.2.4.4 Installing updates

The installer creates a connection to the official eParaksts software repository (catalog). This means that after
this initial installation, you will no longer need to manually download new versions from the website. From
now on, your computer will receive all eParaksts application and middleware updates automatically, along
with other standard Ubuntu system updates.
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2.2.5 Ubuntu Linux platform (command line)

Application installation for Ubuntu Linux is provided by LVRTC software repository. To add LVRTC
repository you need:

« download and import the GPG key for eparaksts.lv repository

wget -gO- https://www.eparaksts.lv/files/ep3updates/debian/eparaksts-
apt-public.asc | sudo gpg --dearmor -o /usr/share/keyrings/eparaksts-
apt-keyring.gpg

« add the eparaksts.lv repository to the system's package sources

sudo rm -f /etc/apt/sources.list.d/eparaksts.list

sudo bash -c 'cat > /etc/apt/sources.list.d/eparaksts.sources <<EOF
Types: deb

URIs: https://www.eparaksts.lv/files/ep3updates/debian

Suites: noble resolute

Components: eparaksts

Architectures: amd64

Signed-By: /usr/share/keyrings/eparaksts-apt-keyring.gpg

EQOF'

- update software repository

sudo apt update && sudo apt install eparakstitajs3 latvia-eid-middleware
eparaksts-token-signing

NOTE: Administrator rights is required to for this installation. Distributions noble and resolute are
supported.

Example. Installation using Ubuntu Linux 24.04 and 24.06 command line

Attention! When copying examples, make sure that the command to be executed is in one line without line
breaks. It is recommended to check the copied content in an external text editor before execution.

‘1) Single line installation, includes all following commands ‘

sudo bash -c¢ 'wget -gO-
https://www.eparaksts.lv/files/ep3updates/debian/eparaksts-apt-public.asc |
gpg --dearmor -o /usr/share/keyrings/eparaksts-apt-keyring.gpg &&

rm -f /etc/apt/sources.list.d/eparaksts.list &&

cat > /etc/apt/sources.list.d/eparaksts.sources <<EOF

Types: deb

URIs: https://www.eparaksts.lv/files/ep3updates/debian

Suites: noble resolute

Components: eparaksts

Architectures: amdo64

Signed-By: /usr/share/keyrings/eparaksts-apt-keyring.gpg

EOF

apt update &é&

apt install -y eparakstitajs3 latvia-eid-middleware eparaksts-token-signing'
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Detailed example

1) download and import the GPG key for eparaksts.lv repository

wget —-gO- https://www.eparaksts.lv/files/ep3updates/debian/eparaksts-
apt-public.asc | sudo gpg --dearmor -o /usr/share/keyrings/eparaksts-
apt-keyring.gpg

2) add the eparaksts.lv repository to the system's package sources.

sudo bash -c 'cat > /etc/apt/sources.list.d/eparaksts.sources <<EOF
Types: deb

URIs: https://www.eparaksts.lv/files/ep3updates/debian

Suites: noble resolute

Components: eparaksts

Architectures: amd64

Signed-By: /usr/share/keyrings/eparaksts-apt-keyring.gpg

EOF'

3) update available software index

sudo apt update

4) make sure, that "eParakstitajs 3.0 for Linux" is available

sudo apt-cache search eparakstitajs3

5) do installation

sudo apt install eparakstitajs3

6) install smart card driver, if you use LVRTC eParaksts card issued starting from year 2018
sudo apt install awp

7) install smart card driver, if you use OCMA elID smart card

sudo apt install latvia-eid-middleware

8) install signing plug-in for internet browsers

sudo apt install eparaksts-token-signing

2.2.6 Other Linux platforms

"eParakstitajs 3.0" setup is also available on other Linux platforms. Use package with the extension
"tar.gz" for this purpose. To do this, extract the package in the desired folder.
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2.3 Updates

Application "eParakstitajs 3.0" provides an update procedure. Checking for updates can be done:

- automatically — updates are checked automatically at application start time

- manually — updates will be checked on user request;
It can be configured in application settings (see chapter "Settings"). Internet connection is required for update
procedure.

If updates are available, it is displayed in the update dialog.

To manually check for updates, select "Check for updates" in "Help" menu. Update dialog shows the current
version, as well as information about available updates. To re-check for updates, click on the button "Check
for updates ..." (see 1.Picture).

eParakstitajs 3.0, version 1.2.11

Update is availakble, version 1.2.12

Download Updates...

Latvia elD middleware: version 1.2.12
Gemalto Classic Client middlewars: version 6.30.500.0071

Close

1. Picture. Check for updates

Available version is displayed if updates are available. By pressing button "Download updates ..." you can
download and apply these updates.

Start update process by pressing button "Apply updates”. After the update application will be automatically
restarted. If any document where left open and unsaved, then you have to close application manually.

2.3.1 Application Upgrade

When the dependent components have changed, an application upgrade is required. By pressing button
“Download the installation package” you can download and start the installation procedure (see 2.Picture).

eParakstitajs 3.0, version 1.0.1

Upgrade is available, version 1.0.2
Setup of the full installation package is required, as dependant components must be updatad!

Download the installation package...

Elevated Privileges will be reguested when applying Updates!

2. Picture. Download the installation package

In Ubuntu Linux environment “Download the installation package” in this case will be inactive
Update must be performed from terminal with command:

#sudo apt-get install eparakstitajs3
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3 Application functionality

3.1

Version information

After opening the application the actual version information dialog may be displayed. This information is to
notify user about the critical updates or application related news. The version information is also available in
the “About” section.

3.2

Application settings can be changed by selecting "Settings" of the “File” menu.

& eParakstitsjs 3.0

eParakstitajs 3.0, version 1.7.0

Copyright © 2013-2023 VAS Latvijas Valsts radic un televizijas centrs, All rights reserved

http:/fweew.eparaksts. v

Developed by 514 EUSO, 2013-2023

http:/fwww.eusa.by

Latvia elD middlewars: version 2.0.13 (actual version 2.1.2)
Gemalto Classic Client middlewars: version 8.30,500.001
1A

s
Idemia AWP middlewars: version 5.3.5.385

Signing plug-in for internet browsers: version 2.3.7

Windows 10 (10.0) x64
Java 17.0.5, FX 17.0.2-ea+ 3, Eclipse Adoptium
Cracle and lava are registered trademarks of Oracle and/or its affiliates,

3. Picture. Version information

Settings

Available settings are:

General (see 4.Picture):

- Language — application user interface language. Application restart is required if you change

the language;

«  Check for updates — option to specify whether updates will be checked automatically or

manually;

+  Reminders of the certificate expiration — option to specify whether to show reminders about

the user certificate expiration (see chapter “Certificate status notification”).

+ preview — option to switch off automatic preview;
- sending documents by email — option enables send function.
Proxy (see 5.Picture) — Proxy settings.
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| General | Proxy

Language

Language: | English

Check for Updates

Update type: | Automatically

Reminders of the certificate expiration
V| Show reminders
Attachment preview
Enabled
Sending Documents by email
V| Enabled

Signing preferences

| Remember the provided signature properties

Replace existing files without creating new copies

L
(=1}
o]

Close

4. Picture. General settings
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General || Proxy
Proxy settings

® | No proxy
Use system settings

Manual proxy configuration

Server: 127.0.0.1 Port:

Username:

Password:

Automatic praoxy configuration

URL: | https://www.euso.lv/downloads/euso-proxy-28.pac

TSL proxy settings

V| Use TSL proxy server

Save Close

5. Picture. Proxy settings
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3.3 User interface

Signing process is divided into 3 steps:
1. document and signing format selection;
2. EDOC, ASiC-E, PDF and Batch signing — document format dependent view;
3. save and send.

Starting window is always for document format selection (see 6. Picture).

Sign EDOC Sign ASIC-E Sign PDF

Documents (1) + | —
a unsigned.pdf

6. Picture. Format selection window

Use Document and attachment zone to manage documents to sign (see chapter “Attachment zone”).

Buttons “Sign EDOC”,”Sign ASiC-E”, “Sign PDF” and “Sign separately” will advance you to next step of
the signing process.

On the left side of the window is located document content panel. It contains (see 7. and 8. Picture):
«  Document type and version — EDOC or PDF;
«  Documents — list of attached documents. Available for EDOC only;
- Signatures — list of signatures;
- Signature properties — if document have attached signatures.
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File: is\SkyDrive\Dokumenti\Testa dokuments.edoc
Size: 25.86 KB

Signer: JANIS BERZINS
Tirne stamp: 2013-10-31 18:06:45 EET

7. Picture. EDOC document view
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PDF vi14 @

X

File: 3kyDrive\DokumentitTesta PDF dokuments.pdf

Size: 1.86 MB

Attachments + | -
ph Testa PDF dokuments.pdf

Signatures

= /5 JANIS BERZINS

Signature properties @
Signer: JANIS BERZINS
Time stamp: 2013-10-31 13:45:10 EET

8. Picture. PDF document view

Central part always contains simplified document preview area (see 9.Picture). For EDOC format document
preview shows selected document from the list of attachments, but PDF format document will be displayed
in the preview area itself. Preview area contains zoom and page switching options, that can be found at the
bottom part of preview area. Move with the mouse cursor to this area and options will be showed.

/1 Jfﬁ =

9. Picture. Preview controls
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3.3.1 Main menu

The user interface designed to make it possible to open multiple documents simultaneously each in different
window. On the top of the window is main menu bar:
« File (see 10.Picture):
+  New document — opens document format selection window;
«  Open — opens always in new window;
« Save — available for EDOC and PDF windows only;
« Save as — available for EDOC and PDF windows only;
«  Show in explorer — opens file in file explorer of the operating system;
«  Settings;
- Exit— closes all windows of the application;
+  Document (see 11.Picture):

«  Sign with eParaksts mobile;
«  Sign with elD Scan;
«  Sign or seal with smart card;
«  Validate;

«  Tools (see 12.Picture):
»  Certificates — information about the available certificates (see chapter “Certificate status

verification window”);

« elD card management (see chapter “eID card management”);

«  Window — list of opened document windows;

« Help (see 13.Picture):
«  User guide — opens this manual;
+ License agreement;
»  Check for updates;
«  About “eParakstitajs 3.0” — information about current version and operating platform (see

chapter “Version information”).

m Document Tools Window  Hel

Mew document Ctrl+MN
Open... Ctrl+0
Save Ctrl+5
Save as... Ctrl+5Shift+5
Settings... Ctrl+,
Exit Ctrl+Q

10. Picture. Menu “File”
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Sign with eParaksts mobile OE
Sign with elD Scan

Sign or
Sign or seal with smart card with smat

] Validate I
w_@

11. Picture. Menu “Document”

File Window Help

Certificates...

el card management...
Sign | - - F

12. Picture. Menu “Tools”

User Guide F1

License Agreement

Check for Updates...

About eParakstitajs 3.0

13. Picture. Menu “Help”
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3.3.2 Toolbar

Format selection toolbar (see 14.Picture) is located under the main menu of the format selection window:
«  Sign EDOC;
- Sign ASiC-E;
«  Sign PDF — available if attached PDF documents only;
«  Sign separately — Batch sign window.

i‘ i‘ e
EDs2aC AEC-E FOF

Sign EDOC  Sign ASiC-E  Sign PDF

14. Picture. Format selection toolbar

Document toolbar (see 15.Picture) with common used functions is located under the main menu :
- Save — save changes;
«  Sign with eParaksts mobile — sign document with eParaksts mobile;
«  Sign with eID scan — sign document with eID Scan;
- Sign or seal with smart card — sign document with smart card,
«  Seal with eZimogs+ cloud
«  Validate — validate document structure and signatures;
- Send - send document to e-mail.

B M P B B B =

Save Sign with Sign with Sign or seal Seal with Validate Send
eParaksts mobile ell Secan with smart card efimogs+ cloud

15. Picture. Document toolbar

3.3.3 Status line

Status line can be found on the bottom of the window. It shows steps of the signing process.

Signing process is divided into 3 steps:
1. Select (1/3)
2. Sign (2/3)
3. Save (3/3)

Select (1/3) Sign (2/3)
16. Picture. Status line
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3.4 Supported document formats and properties

3.4.1 EDOC 1.0 (only opening and validation of existing documents)

"eParakstitajs 3.0" supports almost all functionality for old EDOC 1.0 document format that is based on
standard template with core and template properties. However it is not possible to create new EDOC 1.0
document.

Properties data can be viewed by pressing @ (info) button which is in document type and version section
(see 17.Picture).

EDOC w1.02 @

EDQC

File: izt SkyDrive\Dokumenti\Testa dokuments.edoc

Size: 25.86 KB
17.Picture. EDOC properties

Document properties are shown in the properties dialog of the document (see 18. and 19. Picture).

Core properties | Base properties | Template properties

Created: 2013-10-31 18:06:06 EET
Language: English
Last modified by: Janis
Modified: 2013-10-31 18:06:57 EET
Revision: 1
Title:
Version: 1

Creator: Janis

Close

18. Picture. EDOC core properties
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Core properties | Base properties | Template properties

Description: Tuk&a veidne
Identifier: URN:MICROSOFT:.LV:EDOCTEMPLATE:EXTENDED

URL: http:/fschemas.microsoft.com/ed oc/2006/Extended templatexml
Organization: E-ME

Version: 1

Close

19. Picture. EDOC template properties

3.4.2 EDOC - European (2.0) / ASiC-E

"eParakstitajs 3.0" creates all new documents in EDOC European (2.0) format. Current version of the format

is shown in left side of the window (see 20.Picture). See chapter “Work with EDOC” how to create new
document.

EDOC - European (6))

EDOC

File: C:\Users\Janis\SkyDrive\Dokumenti\Testa dokuments European.edoc

Size; 6.62 KB

20. Picture. EDOC European

4

EDOC signature properties

Signature location:

Role (position):

21. Picture. EDOC European properties
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3.4.3 PDF

PDF document format supports electronic signing.

PDF vi.4 @

X

File: 3kyDrive\DokumentitTesta PDF dokuments.pdf
Size: 1.86 MB

22.Picture. PDF

The following signature properties are available (see 23.Picture):
- Signature visualization — show or don't show signature on document;
+  Visible signature position — specifies location of visual signature;
«  Signature reason — text that will be added to document;
- Signature location — text that describes place of signing, for example, city name.

It is possible to change location of visible signature image. Press button “Change position” to open full
screen preview and locate rectangle into desired position.
[ 2

PDF signature properties

Signature location:

Signature reason:

¥ | Signature visualization
Signature image: | Add...

Image is not added

Visible signature position

11

Change position..

23. Picture. PDF properties

page 26 from 45



eParakstitajs 3.0, version.1.10.0. User manual

3.5 New document setup

3.5.1 Attachment zone

Attachment zone is located on the left side of the window. It allows to select documents for signing. Main
functions are:

« add (see 24. Picture);

+ remove (see 25. Picture);

« export (see 26. Picture);

- open with default editor of the operating system.

Functional buttons, context menu, keyboard shortcuts and drag&drop helps to manage attachments.

Attachments + | =

R

- emaove attachment..

& Testa dokuments.odt

Signatures - Export attachment...
=y

24. Picture. Add attachment

Attachments + | =

& Testa dokuments.odt

+ Add attachment...

- Export attachrment...

Signatures M

25. Picture. Remove attachment

Attachments + | =
& Testa dokuments.o

+ Add attachment...

- Remowve attachment...

26. Picture. Export attachment
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3.6 Work with PDF

3.6.1 Open document

It is possible to open existing document in the following ways:
« select “Open...” from main menu “File”;
« press key combination “Ctrl+O”.

Select desired PDF document in the file dialog and press button to open a document. File dialog filters
EDOC and PDF documents by default.

If you can not open the document, the message will be displayed with a description of error reason (see

27.Picture).

& Error O *

Failed to open given document!

* \'; PDF file is corrupt or inappropriate to sign it in PDF
format! We suggest to sign this file in EDOC format.

Details...

QK

27.Picture. Error message example
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3.7 Work with EDOC

3.7.1 Create new document

Select “Create EDOC” from toolbar of the format selection window to create new EDOC document.
You can add files in attachment zone to EDOC document to be signed (see chapter “Attachment zone™)
3.7.2 Open document

To open existing document:
- select “Open...” from main menu “File”;
« press key combination “Ctrl+O”.

Select desired EDOC document in the file dialog and press button to open a document. File dialog filters
EDOC and PDF documents by default. All files are always opened in a new window.

In case you can not open the document, it displays the message with a description of error reason (see
28.Picture).

A Error O X

Failed to open given document!

. File is corrupt or inappropriate!

Details...

oK

28. Picture. Error message example

3.7.3 Saving changes

To save changes that you made by adding or signing documents you can whether:
- select “Save” option on “File” menu;
« press “Save” button in main application toolbar;
«  press key combination “Ctrl+S”.

If the document was opened from previously existing file, its contents will be overwritten. If you do not want
to overwrite the contents of the document, then save it under a different name. To do this select "Save As ..."

from “File” menu or press key combination "Ctrl+Shift+S".

If the document is new, then show folder and name in file save dialog.
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3.8 Work with ASiC-E

3.8.1 Create new document

Select “Create ASiC-E” from toolbar of the format selection window to create new ASiC-E document.
You can add files in attachment zone to ASiC-E document to be signed (see chapter “Attachment zone”)

3.8.2 Open document

To open existing document:
- select “Open...” from main menu “File”;
« press key combination “Ctrl+O”.

Select desired ASiC-E document in the file dialog and press button to open a document. File dialog filters
EDOC, ASiC-E and PDF documents by default. All files are always opened in a new window.

In case you can not open the document, it displays the message with a description of error reason (see
27.Picture).

3.8.3 Saving changes

To save changes that you made by adding or signing documents you can whether:
« select “Save” option on “File” menu;
« press “Save” button in main application toolbar;
« press key combination “Ctrl+S”.

If the document was opened from previously existing file, its contents will be overwritten. If you do not want
to overwrite the contents of the document, then save it under a different name. To do this select "Save As ..."

from “File” menu or press key combination "Ctrl+Shift+S".

If the document is new, then show folder and name in file save dialog.
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3.9 Document signing or sealing

3.9.1 PDF

Select “Sign with eParaksts mobile”,“Sign or seal with smart card” or “Sign with eID Scan”option to add
signature.

Select “Sign or seal with smart card” or “Seal with eZimogs+ cloud” option to seal the document.

When signing with eParaksts mobile provide the user number and eParaksts password.

When signing with smart card select signature and enter PIN code in PIN dialog (see chapter “Smart card
signature selection and PIN code input”). If entered PIN code is correct, document will be signed and in the

list of signatures is added new signature entry.

When sealing with eZtmogs+ cloud select the available sealing certificate (see chapter “Sealing with
eZimogs+ cloud”).

All signatures are shown in the list that are ordered by time of signature was added.

Signing procedure always adds signature with time stamp from service provider. Signature includes
properties from properties area as well (see chapter “PDF”).

3.9.2 EDOC/ASiC-E

Select “Sign with eParaksts mobile”, “Sign or seal with smart card” or “Sign with eID Scan” option to add
signature.

Select “Sign or seal with smart card” or “Seal with eZimogs+ cloud” option to seal the document.

When signing with eParaksts mobile provide the user number and eParaksts password.

When signing with smart card select signature and enter PIN code in PIN dialog (see chapter “Smart card
signature selection and PIN code input”). If entered PIN code is correct, document will be signed and in the

list of signatures is added new signature entry.

When sealing with eZtmogs+ cloud select the available sealing certificate (see chapter “Sealing with
eZimogs+ cloud”).

All signatures are shown in the list that are ordered by time of signature was added.

Signing procedure always adds signature with time stamp from service provider.
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3.9.3 Smart card signature selection and PIN code input

If you have available more than one signature at the same time , then the signature selection dialog is
displayed (see 29.Picture), where desired signature should be selected. List will be empty if no cards are
available. Press “Refresh list” to update the content of the list after you entered a card.

Card | Issued to | Issued by Expiry date Usage "
eParaksts card CJARS-5HAT SIGN | SIA EUSO, TEST RCA  2018-11-14 12:18:14  Cede Signing, Decument Signing
LATVIA ID (PIM 2) JANIS BERZINS E-ME 5l (CAT) 2015-02-06 10:51:45 | Secure E-mail, Document Signing

Refresh list Cancel

29. Picture. Signature selection

It is required to enter requested PIN codes (see 30.Picture) to sign a document.

0 Please enter card PIN code:
¥ PN code:| |

PIM 2 code:

Continue Cancel

30. Picture. PIN input dialog

If card is not inserted or the PIN code entered is not correct, error message dialog will display the appropriate
error message asking to insert a smart card or re-enter the correct PIN code.

NOTE: Each smart card has restriction to the maximum number of incorrectly entered PIN code. If the
application reported that the PIN code is not correct, please, carefully make sure that you enter correct PIN
code. Otherwise this may result in smart card lock!
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3.9.4 Certificate status notification

The selected document signing certificate is always verified during the document signing process. If the

selected certificate has a warning verification status, the certificate status notification dialog is displayed
after the document signing process (see 31.Picture).

P The signing was successfull
S omw
t,-‘ ! \‘: eID card will expire in 3 days.
Card: LATVIA ID (PIN 2)
Certificate: JANIS BERZING
Expiry date: 2015-02-06 10:51:41

Staluss: Waming

® | Remind | 7 = | days before the expiration date

Daon't remind

caices.. o

31. Picture. Certificate status notification dialog

You can select an option to display the reminder N days before the certificate expiration date, or to disable

the reminder. When selecting the “Don't remind” option, you can later change this option in the application
settings (see chapter “Settings™).

In order to open the certificate status verification window containing information about all of the available
certificates, press “Certificates” button. Detailed information about the available verification situations is
described in the section “Certificate status verification window”.
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3.9.5 Sealing with eZimogs+ cloud

Use function “Seal with eZimogs+ cloud” to seal the document with available eZimogs+ cloud signing
certificate.

When starting the sealing, a window with an authentication methods opens for the user (see 32.Picture),
where it is possible to select authentication with "eParaksts mobile",a smart card or "eID Scan".

Please select how you wish to authenticate:
eParaksts mobile |MI ’

|
elD card and eParaksts card *' ’
)

elD Scan m ’

Cancel

32. Picture. eZimogs+ cloud authentication methods

After successful authentication, a menu with available eZtmogs+ cloud identities is shown (see 33.Picture).
If only one identity is available, the menu window is not displayed.

W eZimogs+ cloud X
Please choose eZimogs+ cloud signing certificate

Certificate Subject
CM:SIA EUSDO QSEALC : eZimogs
CN:SIA EUSO QSEALC (Produkcija) : eZimaogs

Continue Cancel

33. Picture. eZimogs+ cloud signing certificate selection
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eParaksts password must be provided to complete the sealing.
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3.10 Signature details

All signatures are displayed as a list that are ordered by time of signature was added (see 34.Picture).

Signatures

A JANIS BERZING

34. Picture. Signatures

Section “Signature properties” shows short information about signature (see 35.Picture), that is selected in
the list of signatures above.

Signature properties @
Signer: JANIS BERZINS
Time stamp: 2013-10-31 18:06:45 EET

35. Picture. Signature properties

To view detailed information about signature, select desired signature in the list of signatures and press
button @ (see 36.Picture).

Signature It EDoc/Signatures/signaturel.xml
Certificate: JANIS BERZINS

Signing tirme: 2013-10-31 18:08:29 EET

Time stamp: 2013-10-31 12:06:45 EET

Signature type: Plain signature

Signature level: Signature with time stamp

Certificate Close

36. Picture. Details of the signature
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Press button “Certificate” to view certificate details (see 37.Picture).

General

Certificate Information

lssued to: JANIS BERZINS
Issued by: E-ME 5l (CA1)

Valid from: 2013-02-06 10:51:45
Valid to: 2015-02-06 10:51:45

Certificate usage

Secure E-mail (13.6.1.5.5.7.34)
Document Signing (1.3.6.1.4.1.311.10.3.12)

37.Picture. Certificate
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3.11 Signing from context menu of operating system

"eParakstitajs 3.0" installation integrates document signing from context menu of operating system.

Following options are available if selected:
« one or more files:
o new document — opens "eParakstitajs 3.0" with attached selected file(s);

o sign separately — batch signing option available if selected more than one file;
o sign as EDOC — creates an EDOC;

o sign as PDF — available if PDF document is selected. Signed PDF will be saved with added
suffix signed;

« folder:

o new document — opens "eParakstitajs 3.0" with attached files from the first level;
o sign separately — batch signing option with files from the first level.

Signature will be added in existing EDOC when signing an EDOC file.
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3.12 Batch signing

Batch signing helps to sign many documents in a row.

Batch signing window (see 38. Picture) contains:
+ left side — documents to be signed;
+  center — signing settings:
o folder for signed documents;
o destination document format with properties;
o setting for EDOC/PDF document replacement
- right side — signed documents.

A" eParakstitajs 3.0 - Signing separately 1

File Document Tools Window Help

M E=|

Sign with Sign or seal Seal with
eParaksts mobile with smart card eZimogs+ cloud

&

Documents (1) + | - Signing preferences Signed documents
B e TE e Signed document folder:
Di\projects\eparaksts-lib\opt\data-samples

Replace existing files 0

Signature format:
EDOC
) PDF a

PDF signature properties

Signature location:

Signature reason: | Paraksts

| Signature visualization

Signature image: | Add... Visible signature position

Change position...

38. Picture. Batch signing

Select “Sign with eParaksts mobile” or “Sign or seal with smart card” option to add signature.

Select “Sign or seal with smart card” or “Seal with eZimogs+ cloud” option to seal the document.

When signing with eParaksts mobile provide the user number and eParaksts password.

When signing with smart card select signature and enter PIN code in PIN dialog (see chapter “Smart card

signature selection and PIN code input”). If entered PIN code is correct, document will be signed and in the
list of signatures is added new signature entry.
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When sealing with eZtmogs+ cloud select the available sealing certificate (see chapter “Sealing with
eZimogs+ cloud”).

3.13 Document validation

Application validates EDOC and PDF document structure and all document signatures. In addition, PDF
document signed content validation must be done using “Adobe Systems” application “Adobe Reader” (for
more information see www.adobe.com).

Open document and select “Validate” of “Document” menu or press button “Validate” in the main toolbar.
Internet connection is required to make validation. Validation dialog with document status will be displayed
as a result for validation (see 39.Picture).

B Validated: Valid

Details Close

39. Picture. Validation status

EDOC document standard defines the following states:
- valid — document structure and all signatures are valid,
+ valid with warning — document structure and all signatures are valid, but result is not complete;
- not valid — document structure or any of signatures were not valid.
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Press button “Details” on the validation dialog to view detailed result (see 40.Picture).

¥ B Document validation
B Validation time: 2013-12-13 10:42:18 EET
» B Structural validation
®» B Document properties validation
» B Signature validation (SERIALNUMBER=260987-39901, GIVENNAME=JANIS, SURNAME=BERZINS, CN=JANIS BERZINS, C=LV)
¥ B Signature validation (SERIALNUMBER=260987-39901, GIVENNAME=JANIS, SURNAME=BERZINS, CN=JANIS BERZINS, C=LV)
Signature structural validation
Signature integrity validation
Signature segment integrity validation (#hash_EDoc/manifestxml}
Signature segment integrity validation (#Fhash_EDoc/_rels/manifest.xml.rels)
Signature segment integrity validation (#hash_EDoc/Signatures/origin.sgns)
Signature segment integrity validation (Fhash_EDoc/docProps/Base.xml)
Signature segment integrity validation (#hash_EDoc/docProps/Papildus+ $%C4%0ABpateCo AT %C4 eABbas xml)
Signature segment integrity validation (Fhash_EDoc/Documents/ Testa+ dokuments.odt)
Signature segment integrity validation (Fhash_EDoc/Documents/Testa+ PDF+dokuments.pdf)
Signature segment integrity validation (Fhash_EDoc/Documents/cenu_lapa_14.06.2012.xls)
Signature segment integrity validation (Fhash_EDoc/Documents/LBCurrencyRates.xsd)
Signature segment integrity validation (Fhash_EDoc/Signatures/signature xmi)

Signature segment integrity validation (#Fsignature_properties)

Signature segment integrity validation (#SignedProperties_EDoc/Signatures/signature2.xml}
B Certificate chain status verification
B Time stamp validation

B Time stamp certificate chain status validation

B B Saved verification information validation

Close

40. Picture. Document validation details

By pressing button “Validate” for already validated document, validation dialog with previous validation
results will be displayed. Press button “Repeat” to make repeated validation of document (see 41.Picture).

Document already validated!
Do you want repeat document validation?

Repeat | | Details | | Cancel

41.Picture. Repeat validation
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3.14 Send document to e-mail

Press toolbar button “Send” to call this function. It opens default mail application with current file as an
attachment. If current document is not saved then it stays unsaved, but temporary file will be saved for e-
mail attachment.

It is possible to switch off this feature in "eParakstitajs 3.0" settings.

3.15 Tools

3.15.1 Certificate status verification window

Certificate status verification window contains information about all of the available certificates (see
42 Picture). Certificate status verification window can be opened from the application's main menu “Tools”
by selection “Certificates”.

LATVIAID (PIN 1) | JANIS BERZINS

Card Issued to Issued by

2015-02-06 10:51:44

Usage Stalus

LATVIAID (PIN 2)  IANIS BERZINS

E-ME 5I (CA1)

E-ME 5I (CA1)

eIl card will expire in 3 days,

Refresh list

2015-02-06 10:51:41

Authentication Warnirng

Signing Warning

Close

42. Picture. Certificate status verification window

Certificate status verification is performed always when opening the certificate status verification window.
Detailed status information about the selected certificate is displayed under the available certificate list.

Certificate verification possible situations:

Warning:

o The certificate will expire in N days;
No certificates:

o The certificate not found;

Invalid:

o The certificate is not yet valid;

o The certificate has expired;
Revoked:

o The certificate is not activated or is revoked;
Unknown:

o The certificate status is unknown.
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3.15.2 elD card management

"eParakstitajs 3.0" supports PIN change and unblock functions. Function is available form the “Tools” menu.
Select desired smartcard and press “Change PIN” or “Unlock PIN”. Enter PIN or PUK codes if requested.

: M elD card management O X

]
Select a smartcard for management:

LATVIA 1D {(MARA PARAUDZINA) b

Related certificates:

Issued to Issued by Expiry date Usage
MARA PARAUDZINA  DEMO LV elD ICA 20.. 26.05.2031 14:52:51 .. Authentication
MARA PARAUDZINA  DEMO LV elD ICA 20.. 26.05.2031 14:52:51 .. Signing

Unlock MFC Change PIN Unleck PIN Close

43. Picture. elD card management

In situations where an incorrect card access number (CAN) is repeatedly provided when scanning an eID
card with NFC, for example, when registering in the "eID Scan" application, the user's eID card NFC is
blocked for security reasons. When selecting the “Unlock NFC” function, a window is displayed where the
card access number must be entered (see 44.Picture).

A" Unlock NFC O X

Card: LATVIA ID (MARA PARAUDZINA)
Card access number: | 123450

The card access number is located on the front of the elD card, in the
bottom right corner, and consists of 6 digits.

44. Picture. Unlock NFC
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4 Problems and solutions

Please, go for assistance to www.eparaksts.lv, in case of any problem with application "eParakstitajs 3.0".

4.1 Installation

4.1.1 Can'tinstall application “eParakstitajs 3.0”

Information about prerequisites and requirements see chapter “Prerequisites and requirements”.
An appropriate message dialog will be displayed in the case of installation failure. There will be all
information about reasons of failure.

4.1.2 Can't update application

Internet connection is required to make application updates. Please, check it and follow the instruction in
chapter “Updates”.

If update fails anyway, please, uninstall application and repeat installation procedure (see chapter
“Installation”).

4.2 Application

4.2.1 Error messages

Error message dialog is displayed when an unexpected application error occurs (see 45.Picture).

b‘ Error I&lﬂlé]

Failed to sign!

'\‘_—‘/" Could not request timestamp! Please contact your service
provider!

Details...

repoctanero... | (L

45. Picture. Error message

In case when the error situation is unresolvable, it is possible to send error message to the developer by
clicking “Report an error...”.

4.3 Document functionality
4.3.1 Can't open document

Dialog with failure reasons is displayed if document can not be opened. It must show the reason of failure.
Please, check for supported document formats in chapter “Application description”.
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4.3.2 Can't make changes in document

Signed EDOC document content can not be changed, but it is possible to add more signatures (see chapter
“Document signing or sealing”).

4.3.3 Can'save changes

User must have privileges to save document in selected folder. Dialog with detailed failure message will be
displayed in case of any save failures (see chapter “Saving changes”).

4.4 Document signing

4.4.1 Signatures are not available

The following is required to sign the document (see chapter “Installation®):
« smart card reader;
- appropriate smart card driver;
valid smart card.

4.4.2 Can't sign the document

It is required to have internet connection and signature time stamp availability (see chapter “Prerequisites
and requirements®).

For more information about time stamp service, please refer to the smart card issuer.

4.4.3 Can't validate document

Application supports EDOC and PDF document validation only. Internet connection is required to validate
documents (see chapter “Prerequisites and requirements®).
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